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Motivation

• Let’s suppose that we want to test a new flow control protocol
– in conditions similar to real network
– in replicable stationary conditions

• Problem: How to model transfer delay observed by stream of 
packets over path in IP network?



Objective
• The model for packet level emulation of network path characteristics

– Packet transfer characteristics from measurements (traces)
– Main focus on delay
– No internal simulation of network

• Assumption
– emulated traffic does not change the network characteristics



netem� NETwork EMulation

• Linux emulation tool
– Assumed r.v. distribution of delay
– Virtual queue that delays packets
– Open source

• We can adapt netem and provide own r.v. 
distribution

• What does the netem guarantee?



Validation of netem
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• Distribution of delay
– Normal, mean 50ms, standard deviation 10ms

• Measurement with constant bit rate packet stream
– Packet inter-arrivals D={100ms, 10ms, 5ms, 1ms}



Results – netem

• Packet transfer delay distribution is controlled
• … but we observe out-of-order packets

D=100ms � 0% D=10ms � 28%
D=5ms � 50% D=1ms � 83%

• The real network keeps the packet order – we cannot use this model for 
flow control mechanism studies

• We need integrity � no out-of-order packets
– In netem we can use FIFO with delay instead of timestamp sorted queue



Results – netem with integrity

• Enforcing integrity in netem changes the delay 
distribution

• Is it possible to enforce integrity while only 
knowing the delay distribution?



Solution 1: adding integrity

• Distribution will be maintained if all values 
generated from the distribution are used

• The generated values must be arranged in an 
order that maintains integrity for packets

• Idea of the algorithm
– The values that are unusable at one moment are kept 

in storage for later use



Solution 1: algorithm

• Simulation test
– Normal distribution, mean 50ms, standard deviation 10ms
– Packet inter-arrivals D={100ms, 10ms, 5ms, 1ms}
– Storage selection method: largest value
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Solution 1: distribution results

• It keeps the distribution
• … there are remaining elements in storage after simulation (1 million 

packets processed)
D=100ms � 0% D=10ms � ~0%
D=5ms  � ~0% D=1ms � ~8%

• How does the time plot of transfer delay looks like?



Solution 1: time plot

• Values accumulated in the storage are used in 
decreasing order (the greatest value first)
– There are other possible methods for selecting values

• Let’s check this algorithm with delay distribution of 
“network origin”

D=5ms D=1ms



New delay distribution

• Artificial trace
• Transfer delay distribution from simulation of single link

– 100 Mbps link, 10ms propagation delay
– Poisson arrivals with $=0.99, constant packet size: 1500 bytes
– Sampling with virtual “0 byte” packets (Constant Bit Rate stream)

• D={100ms, 10ms, 5ms, 1ms}



Solution 1: network & time plot

• Delay series clearly differ in their nature
– Similar distributions

• Let’s check autocorrelation function

Emulation: algorithm 1 Network

D=5ms



Solution 1: autocorrelation
Emulation: solution 1 Network

D=100ms

D=5ms



Solution 2: adding 
autocorrelation
• We need something more than a flat distribution

• Model with autocorrelation must be conditioned on 
previous samples and on packet arrival interval
– Moving average models
– Direct approach

• Idea of the algorithm
– Use a distribution that is conditioned on single previous value
– Such distribution guarantees integrity for a given D



Solution 2: algorithm

• We create a family of conditional distributions
– From delay traces

• Condition only on previous value for given 
sampling interval D

Pr{IPTDn %t | IPTDn-1=s with interval D}

• Create a Markov chain for generating the values
– Quantization introduces resolution error



Solution 2: distribution

D=1ms

• “flat” � conditional
– Depends on sampling 

interval D
– Longer intervals show noise

(less samples, wider ranges)

• How to reduce the noise?

D=100ms



Solution 2: reducing the noise

• Family of conditional distributions is in fact a state transition matrix
(Markov chain)
– To find matrix for D=k ms we use matrix for D=1ms and raise it to k th

power
– We can find D sufficiently large when the distribution becomes 

independent of previous state (~3 seconds in this example)

• Use above method and emulate packet transfer delay for different D

D=100ms from samples D=100ms calculated



Solution 2: network & time plot
Emulation: solution 2 Network

D=100ms

D=5ms



Solution 2: autocorrelation

NetworkEmulation: solution 2

D=100ms

D=5ms



Summary
• Algorithms for emulating the packet transfer delay over path in IP 

network
– Algorithm 1 

• Provides: distribution and integrity
• Requires: distribution of delay

– Algorithm 2
• Provides: distribution, integrity and similar autoc orrelation with 

different packet arrival intervals
• Requires: conditional distribution of delay from sampling with constant 

intervals

• Further work
– Smarter removal of values from the storage in algorithm 1
– Verification with real traces of packet transfer delay
– Tool implementation (netem-like or overlay with TUN)
– Introducing the packet losses


