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 Compare different traffic classifiers
•pDPI ςNetgroup
•IPSVM ςUniBs
•KISS ςTNG

 Considering particular applications
•P2PTV applications (Sopcast, Tvants, PPLive)

•on UDP traffic

 Under different scenarios
With reliable groundtruth

Objectives
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Tools used

Classifiers overview:

Other tools used:
 Diffinder for the comparisons of the classification results
 GT (details in the Fulvio Risso presentation)
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public

UDP Traces

VM (2009) :
•traffic generated using vmware machines
•P2PTV applications scheduled in synch
•45min of traffic + 15min of silence
•batch of different applications  (1st h PPLive, 2nd h Sopcast Χύ
•Skype, Emule and Bittorrent in background
•Groundtruth provided by GT

Used to train IPSVM and KISS 
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UDP Traces

N1/N2 (2008) :
•traces of the NapaWine project
•similar to VM trace but no virtual machines
•synch capture in different point in Europe (Italy and Poland) 
•Groundtruth? One trace for each P2PTV app. 

Operator (2006) :
•real traffic of a big Italian operator
•ƳƛȄ ƻŦ άƻǘƘŜǊέ ǇǊƻǘƻŎƻƭǎ όw¢tΣ 5b{Σ eMule, SkypeΧύ
•Groundtruth? We assume no P2PTV traffic is contained
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Results

How to read confusion matrixes:
•row labels = groundtruth (grouped by data set)
•columns = classifier target classes
•values = agreement (%flows and %bytes)
•bold style pinpoints where we expect high percentage values

pDPI IPSVM KISS

more 
confusion 

than matrix
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pDPI Results

pp = pplive
tv = tvants
sp = sopcast
ot = other
un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes
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pPDI Results

VM and  N1/N2 
uses different
version of PPLive
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IPSVM Results
pp = pplive
tv = tvants
sp = sopcast
ot = other
un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes

11



IPSVM Results
pp = pplive
tv = tvants
sp = sopcast
ot = other
un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes

There are some FN

12



IPSVM Results
pp = pplive
tv = tvants
sp = sopcast
ot = other
un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes

There are some FN

13



IPSVM Results
pp = pplive
tv = tvants
sp = sopcast
ot = other
un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes

There are some FN

14



IPSVM Results
pp = pplive
tv = tvants
sp = sopcast
ot = other
un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes

VM and  N1/N2 
uses different
version of PPLive

There are some FN

15



KISS Results
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Not supported traffic

 IPSVM not support single packet flows 
 KISS works better thanks to

•label propagation (elephant flows allow to classify many mice flows)
•endpoint aggregation (allows to have more data for the statistics)

IPSVM uses 2 pkts/flow
KISS uses 80 pkts/epnt
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Conclusions
No loosers or winners, all techniques have pros and cons

Common problem: άif a protocol change, performance may decayέ
•DPI needs to update the signatures
•supervised learning systems needs to re-train

The most interesting point is the endpoint classification
which is particulary usefull for p2p traffic
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