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Objectives

* Compare different traffic classifiers
* pDPI C Netgroup
¢ IPSVM ¢ UniBs
¢ KISS ¢ TNG

= Considering particular applications
* P2PTV applications (Sopcast, Tvants, PPLive)
* on UDP traffic

= Under different scenarios

= With reliable groundtruth
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Tools used

Classifiers overview:

Technique | Features Decision Training Aggregation
pDPI Deep Regular expression Deterministic| Manual, Flow
(netgroup)| Packet on L7 payload difficult

Inspection
IPSVM | Behavioral | Length of packets SVM Automatic | Flow
(UniBs)

KISS Stochastic | Stochastic descrip- | SVM Automatic | Endpoint
(TNG) Packet tion of L7 payload
Inspection

Other tools used:
= Diffinder for the comparisons of the classification results
» GT (details in the Fulvio Risso presentation)

S



R
UDP Traces

Trace Durat. | Flows | Bytes | Endps
VM 75h 6.1 M|655G/| 606k
napa-IT (N1) 3 h 68 k 1 G 19 k
napa-PL (N2) | 3 h 61 k 1 G 17 k
operator (OP) | 10m | 101 k | 478 M | 17k

public

VM (2009) :
e traffic generated using vmware machines
* P2PTV applications scheduled in synch
e 45min of traffic + 15min of silence
* batch of different applications (15t h PPLive, 2" h Sopcast X U
e Skype, Emule and Bittorrent in background
e Groundtruth provided by GT

Used to train IPSVM and KISS
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UDP Traces

Trace Durat. | Flows | Bytes | Endps
VM 75h 6.1 M|655G/| 606k
napa-IT (N1) 3 h 68 k 1 G 19 k
napa-PL (N2) | 3 h 61 k 1 G 17 k
operator (OP) | 10m | 101 k | 478 M | 17k

N1/N2 (2008) :

* traces of the NapaWine project

e similar to VM trace but no virtual machines
 synch capture in different point in Europe (Italy and Poland)

e Groundtruth? One trace for each P2PTV app.

Operator (2006) :

e real traffic of a big Italian operator

YAE 27F

G2 0 KSNE eMNeRSkyge® & f

e Groundtruth? We assume no P2PTV traffic is contained
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Results

pDPI I"SVM KISS
PP tv sp ot un Dp ’ Sp L PP tv sp un
%f %b  %f %b %t %b % %b  %f %b b %f 52 %b %t %b %t %b %t %b %t %b
pp | 12.8 0.3 - - 91 95, T15 102] 100100 -
tv| - - 100 100 - mo re 0 - 100 100
VM P 91.796.0 45 3.9 (- 100 100
em 63.0 62.3 37, A - - 100 100
sk e ° 100 100
ul confusion
pp | 996100 - - - - 04 197344 - - S - 27 956
N1 tv| - - 941100 - - 57 98.3100 - - 17 -
sp - - 85.490.7 11.2° t h a n m at rlx —T" - 99.8100 0.2
pp | 100 100 - - 95.6 4.2 - - 14 058
N2 tv 100 100 - 100 100 -
sp 60.880.5 365 104 2. A /\ b ) 08 100 100
OP ot [ - 03.299.3 6 .1 | [ 0. 0. 4.1 99.799.9] [ 249 1.3 02 340 04 02 74.564.5

How to read confusion matrixes:

e row labels = groundtruth (grouped by data set)
e columns = classifier target classes

* values = agreement (%flows and %bytes)

* bold style pinpoints where we expect high percentage values
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pDPI Results

PP
N1 tv

sp

PP
N2 tv

Sp

Sp ot un
99.6 100 - - - - 04 - -
- - 94.1100 - - .7 - 0.2
_ - - - 85.490.7 11.2 9.3 3.5
100 100 - - - - - - -
~ - 100 100 - - - - -
_ - - - 60.8 80.5 36.5 194 2.7

pp = pplive

tv = tvants

sp = sopcast
ot = other

un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes
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pDPI Results

PP
N1 tv

sp

PP
N2 tv

Sp

pp = pplive

tv = tvants

sp = sopcast
ot = other

un = unknown

99.6 100

94.1 100

85.4 90.7 11.2 9.3

em = emule
sk = skype
bt = bittorrent

%f = %Flows

100 100

100 100

Conflict Sopcast / Skype

S

60.8 80.5 36.5 194
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pDPI Results

PP tv sp un
pp = pplive
tv = tvants
Sp = sopcast
ot = other
un = unknown
em = emule
sk = skype
pp | 99.6 100 - - - il 0.4 - il - | bt=bittorrent
N1 tv - - 94.1 100 - - 5.7 - 0.2 -
sp - - - - |85.490.7 11.2 93| 35 - %f = %Flows
pp | 100 100 - - - - - - | Conflict Sopcast / Skype [°
N2 tv - - 100 100 - - - - - -
sp - - - - [60.880.5 36.5 194 2.7 -
OP ot - - - - - - 93.299.3 6.8 0.7
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pDPI Results

PP

Sp

VM
em

sk
bt

PP
N1 tv

sp

PP
N2 tv

Sp

OP ot

PP tv Sp ot un

% %b  %f %b %t %b  %f %b  %f %b | PP =pplive
12.8 0.3 - - - 01 982 781 15 | tv=tvants

) ) 100 1[][] ) ) _ ) _ _ Sp = sopcast
. _ . 91.796.0 45 39 38 0.1 |ot=other

. _ - - - _ 63.062.3 37.037.7| un=unknown
o . - - 98997.8 1.1 2.2
.~~~ . - 997998 0.3 02|cem=emule

sk = skype

09.6 100 - - - - 0.4 - - - | bt = bittorrent
. - 941100 - - 57 - 02 -

B - - [85.490.7 11.2 93] 35 - | %f=9%Flows
100 100 - - - - - - | Conflict Sopcast / Skype P
~ - 100100 _- - - = -

L . - |60.880.5 36.5 19.4| 2.7 -

93.299.3 6.8 0.7
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pPDI Results

PP tv Sp ot un
pp (|12.8 0.3 - - - - 01 982 781 1.5
' - - 100 100 - - - - - - :
pp = pplive
YMand NI/N2 | 917060 45 39 38 0.1 1y -ants
uses different
: : - - - - - - 63.0 62.3 |37.0 37.7| <, - copcast
version of PPLive 080978 1 P P
) ) ) ) ) ) ) ' 7| Miss obfuscated r
bt - - - - - - 09.7 99.8 0.3 traffic Lown
pp | 99.6 100 - - - - 0.4 - - -
N1 tv - - 94,1100 - - 57 - 0.2 - em = emule
sp - - - - |I85.490.7T 11.2 9.3 3.5 - sk = skype
L | B ) t
pp | 100 100 - - - - - - | Conflict Sopcast / Skype "
N2 tv - - 100 100 - - - - - - %f = %Flows
- - _ _ = i r- 2'-— _ ol — /0
sp 60.8 80.5 36.5 194 7 %b = %Bytes
OP ot - - - - - - 03.299.3 6.8 0.7
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IPSVM Results |

sp urn
% %b % %b %t %b %t %b pp = pplive
pp | 92.1 89.8 - - - 7.8 10.2 tv = tvants
tv| - - 987997 - - 13 03 Sp = sopcast
v P | - - - - 8T.9963 121 37 ‘:i‘;t:lfgown
em | - - - 01 - - 100 99.9
sk | 02 02 - - . - 99.899.7 o= ermule
bt | 1.4 39 - - ~ - 98.696.1 :
sk = skype

bt = bittorrent

%f = %Flows
%b = %Bytes
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IPSVM Results |

sp urn
%f %b %t %b %t %b  %f %b pp = pplive
pp |[02.1 89.8) |TherearesomeFN |- 7.8 10.2 tv = tvants
tv | - -  98799.7 - - 13 0.3 Sp = sopcast
v | - - - - (BT9963) 121 37 ‘:i‘;t:lfgown
em | - - - 01 - - 100 99.9
sk | 0.2 02 - . - 99.899.7 = el
bt | 1.4 39 - - . - 98.696.1 :
sk = skype

bt = bittorrent

%f = %Flows
%b = %Bytes
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IPSVM Results |

pp

OP ot

sp un
02.1 89.8) | There are some FN |- 7.8 10.2
- - 08.7 99.7 - - 1.3 0.3
- - - - 87.996.3| 12.1 3.7
- - - 0.1 - - 100 99.9
0.2 0.2 - - - - 99.8 99.7
1.4 3.9 - - - - 08.6 96.1
0.2 - 0.1 0.1 - - 99.7 99.9

pp = pplive

tv = tvants

sp = sopcast
ot = other

un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes
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IPSVM Results |

pp

sp un

02.1 89.8) | There are some FN |- 7.8 10.2
- - 08.7 99.7 - - 1.3 0.3

- - - - 87.996.3| 12.1 3.7

_ - - 0.1 - - 100 99.9
0.2 0.2 - - - - 99.8 99.7
1.4 3.9 - - - - 08.6 96.1
72.0 7.6 0.1 - 0.2 03 27.7 92.0
0.3 - 05.094.2 - - 4.7 5.8
- - - - 08.199.3 1.8 0.7
83.6 3.5 0.1 0.1 - - 16.3 96.4
- - 08.9 96.2 - - 1.1 3.8

- - - - 09.299.9 08 0.1
0.2 - 0.1 0.1 - - 99.7 99.9

pp = pplive

tv = tvants

sp = sopcast
ot = other

un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes

e
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IPSVM Results |

sp un
pp |[92.1 89.8] | There are some FN |- 7.8 10.2

tv - - 08.7 99.7 - - 1.3 0.3

- Sp - - - - 87.996.3| 12.1 3.7

Vh’lem - - - 0.1 - - 100 99.9

sk 0.2 0.2 - - - - 99.8 99.7

bt 1.4 3.9 - - - - 98.6 96.1

VM and N1/N2 72.0 7.6 | 0.1 - 0.2 0.3 27.7 92.0
uses different 03 - 950942 - - 47 58
version of PPLive _ _ ; - 08.1993 18 0.7
PP l 83.6_3.5 0.1 0.1 - - 16.3 96.4

N2 tv - - 08.9 96.2 - - 1.1 3.8

sp - - - - 09.299.9 08 0.1

OP ot 0.2 - 0.1 0.1 - - 99.7 99.9

pp = pplive

tv = tvants

sp = sopcast
ot = other

un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes

s
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KISS Results

tv sp 1n
%t %b %t %b %t %b %t %b | pp=opplive
pp | 100 100 - i, _ ; j ] tv = tvants
tv| - - 100100 - - - - | SP=sopast
ot = other
vM P i i i i 100100 1[;”] 1[;”] un = unknown
eIl - - _ i, _ ;
sk ) B B ) ) B 100 100 em = emule
bt - - - - - - 100 100 sk = skype

bt = bittorrent

%f = %Flows
%b = %Bytes
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KISS Results

tv sp 1n
%t %b %t %b %t %b %t %b | pp=opplive
pp | 100 100 - i, _ ; j ] tv = tvants
tv| - - 100100 - - - - | SP=sopast
ot = other
vM P i i i i 100100 1[;”] 1[;”] un = unknown
eIl - - _ i, _ ;
sk ) B B ) ) B 100 100 em = emule
bt - - - - - - 100 100 sk = skype

bt = bittorrent

%f = %Flows
%b = %Bytes

OP ot | 249 1.3 02 340 (04 0.2 74.564.5

em + sk + bt are not enough
representative as dunknowné




N2 tv

OP ot

R
KISS Results

tv sp 1n
7t %b %t %b %t %b %t %b
100 100 - - - - - ,
- - 100 100 - - - -
- - - - 100 100 - -
_ . - - - - 100 100
- - - - - - 100 100
, - - - - - 100 100
97.3 4.4 - - - - 2.7 95.6
- - 98.3100 - - 1.7 -

- - - - 99.8100 0.2 -
95.6 4.2 - - - - 4.4 95.8
- - 100100 - - -
- - - - 100 100 - -
249 1.3 0.2 34.0 |04 0.2 74.564.5

pp = pplive

tv = tvants

sp = sopcast
ot = other

un = unknown

em = emule
sk = skype
bt = bittorrent

%f = %Flows
%b = %Bytes

em + sk + bt are not enough
representative as dunknowné




KISS Results

PP

tv

vMm P

em

sk

bt

VM and N1/N2 |pp
uses different tv
version of PPLive | sp
PP

N2 tv

sp

OP ot

tv sp 1n
%t %b %t %b %t Y%b %t %b | pp=pplive
100 100 - , ; } j ] tv = tvants
_ _ 100 100 ) ) ) ) sp = sopcast
) ) ) i 100 100 i i ot = other
un = unknown
- - - - - - 100 100
B - B B B B 100 100 em = emule
- = - - - - 1[][] 1[][] sk = Skype
07.3 4.4 ; i} _ ; 97 05| bt=Dbittorrent
- - 08.3 100 - - 1.7 - oo = %]
. %t = %Flows
- - - - 99.8 100 0.2 - %b = %Bytes
95.6' 4.2 - - - - 4.4 95.8
- - 100 100 - - - _
- - - - 100 100 - -
249 1.3 0.2 340 |04 0.2 7T4.564.5

em + sk + bt are not enough
representative as dunknowné
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Not supported traffic

IPSVM KISS
IPSVM uses 2 pkts/flow %Flows %Bytes | %Flows % Bytes
KISS uses 80 pkts/epnt PPhve 47.6 0.3 0.2 -
, Tvants 1.: - - _
VM Sopcast 3.0 - 0.1 -
PPlhive 76.7 2.4 0.2 -
napa-IT | Tvants 2 - 1.3 -
Sopcast 3.6 - 1.2 -
PPlive 55.5 0.7 - -
napa-PL | Tvants .2 - 2.9 0.1
Sopcast 1.7 - - -
operator | other 33.6 0.8 9.4 0.7
TOTAL 7.1 0.1 0.4 -

= |PSVM not support single packet flows

= KISS works better thanks to
* label propagation (elephant flows allow to classify many mice flows)
e endpoint aggregation (allows to have more data for the statistics)

e



Conclusions
No loosers or winners, all techniques have pros and cons
Pros Cons
pDPI Well accepted Cannot work on encrypted
Higher completeness traffic
IPSVNM| Easy training Higher false negatives
Can work on encrypted traffic
KISS Easy training Require training for the
Higher true positives “unknown” class
Current  version works
only on UDP

Common problem: &if a protocol change, performance may decayé€
* DPIl needs to update the signatures
e supervised learning systems needs to re-train

The most interesting point is the endpoint classification
which is particulary usefull for p2p traffic

o



